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ABSTRACT
SignCryption is a different prototype in public key cryptography technique to provide confidentiality and
authentication in a single logical stride at the lowest computation cost and communication overhead compared
to the traditional signature-then-encryption mechanism [1]. In this paper, we intend a new technique to the
superior scheme is an ameded version of existing mechanism followed in Bao & Deng, in which publicly
verifiable signcryption is to be deliberated [3]. But this scheme refers to providing the security feature of
forward secrecy from the existing signcryption, without an escalation in computational cost. Also, this new
signcryption procedure delivers the security services of message confidentiality and Authentication with public
verifiability.
Keywords: SignCryption, Public Key Cryptography technique, Signature-then-Encryption, Public Verifiability,
Forward Secrecy.

encryption schemes. The first signcryption scheme
1. INTRODUCTION

was introduced by Zheng (1997) but it fails the

The encryption and digital signature procedures are

forward secrecy of message confidentiality and

two major cryptographic concepts that can provide

verifying of a signature not in publicly [2]. Several

the

era

signcryption schemes have also proposed over the

previously, they have been regarded as important

years, each of them providing different levels of

but

security services and

security

of

divergent

communications.
building

blocks

Till
of

the

several

computational

costs.

To

cryptographic systems. In the public key patterns, a

overcome this Bao&Deng proposed new Signcryption

traditional method is to digitally sign a message,

scheme which is modified version of Zheng scheme

then followed by an encryption (signature-thenencryption) that can have two problems: Low

Applications of Signcryption

efficiency and high cost of such summation, and the

The major incentive of signcryption is to quest for a

case that any arbitrary scheme cannot guarantee the

more

security.

authenticated

The signcryption is a relatively new cryptographic
technique

that

is

supposed

to

fulfill

the

functionalities of digital signature and encryption in
a single logical step. It effectively decreases the
computational costs and communication overheads
in comparison with the traditional Signature-then-
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economical

method

for

transactions/message

secure
delivery.

and
If

digital signcryption are pragmatic in this extent, the
resulting benefits are potentially significant: for
every single, secure and authenticated electronic
transaction, we may save 50% in computational cost
and 85% in communication overhead [2]. The
proposed signcryption schemes are compact and
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particularly

suitable

for

smart

card

based

peer

to

peer

approach

and

the

absence

of

applications. We envisage that they will end

infrastructural resources the mobile adhoc networks

innovative applications in many areas including

cannot use strong cryptographic mechanisms as used

digital cash payment systems, EDI and personal

by their other wireless counterparts. This led to the

heath cards. An important fact is that signcryption

development of trust based methods as security

can be used to design more efficient digital cash

solutions wherein a trusted node is relaxed from

transaction protocols that are often required to

security checks when the trust value reaches to a

provide with both the functionality of digital

particular limit. The trust methods are prone to

signature and encryption.

security risks, but have found their acceptance due to

•

A

signcryption

scheme

should

produce

a

signcryption “ciphertext” which is shorter than a
simple combination of a public-key encryption
ciphertext and a digital signature.

efficiency over computationally expensive and time
consuming

cryptographic

methods.

The

major

problem with the trust methods is the period during
which trust is growing and is yet to reach the
requisite

threshold.

There

are

also

various

• A signcryption scheme should provide greater

applications of signcryption in electronic commerce,

security guarantees and/or greater functionality than

where its security properties are very useful.

a native combination of public-key encryption and

Analyzing this security scheme from an application-

digital signatures [1]. More recently, the significance

oriented point of view [4], can be observed that a

of signcryption in real-world applications has gained

great amount of electronic commerce can take

recognition by experts in data security. Since 2007, a

advantage of signcryption to provide efficient

technical

security solutions in the following areas:

committee

within

the

International

Organization for Standardization (ISO/IEC JTC 1/SC
27) has been developing an international standard for
signcryption techniques [7].

• Electronic payment,
• Electronic toll collection system,
• Authenticated and secured transactions with smart
cards, etc.

The shared secret key between the parties makes
possible an unlimited number of applications.

Public Key Cryptography

Among these applications, one can first think of the
following three:

Public key cryptography method is sometimes also
referred to as asymmetric cryptography. Public key

• Secure and authenticated key establishment,
• Secure multicasting and
• Authenticated key recovery.

cryptography is a relatively new field, invented in
1975 [DIFF76b] (at least that’s the first published
record-it is rumored that the NSA or similar

A number of signcryption-based security protocols

organizations may have discovered this technology

have been proposed for aforementioned Networks

earlier). Unlike secret key cryptography, keys are not

and similar environments. These include:

shared. Instead, each individual has two keys: a
private key that need not be revealed to anyone, and

• Secure ATM networks,
• Secure routing in mobile ad hoc networks,
• Secure voice over IP (VoIP) solutions,
• Encrypted email authentication by firewalls,
• Secure message transmission by proxy, and
• Mobile grid web services.

a public key that is preferably known to the entire
world. Note that we call the private key a private key
and not a secret key [5]. This convention is an attempt
to make it clear in any context, whether public key
cryptography or secret key cryptography is being
used. There are people in this world whose sole

The mobile ad hoc networks get subjected to security

purpose in life is to try to confuse people. They will

threats like other wireless networks. But due to their

use the term secret key for the private key in public
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key cryptography, or use the term private key for the

of the cost for digital signature and that for

secret key in secret key technology. One of the most

encryption.

important contributions we can make to the field is
to convince people to feel strongly about using the

The Symmetric Setting

terminology correctly-the term secret key refers only

In exercise, the simplest and also most common

to the single secret number used in secret key

setting is that the sender and receiver share a key that

cryptography. The term private key must be used

the adversary does not know. This is called the

when referring to the key in public key cryptography

symmetric setting or symmetric trust model. The

that must not be made public. (Yes, when we speak,

encapsulation and decapsulation procedures would

we sometimes accidentally say the wrong thing, at

both depend on this same shared key. The shared

least we feel guilty about it.) There is something

key is usually a uniformly distributed random string

unfortunate about the terminology public and private.

having some number of bits, k. Recall that a string is

It is that both words begin with p. We will sometimes

just a sequence of bits. The sender and receiver must

want a single letter to refer to one of the keys. The

somehow use the key K to overcome the presence of

letter p won’t do. We will use the letter e to refer to

the adversary. One might ask how the symmetric

the public key, since the public key is used when

setting is realized. The symmetric model is not

encrypting a message. We’ll use the letter d to refer to

concerned with how the parties got the key, but with

the private key, because the private key is used to

how to use it. In cryptography we assume that the

decrypt a message. Encryption and decryption are

secret key is kept securely by the party using it. If it is

two mathematical functions that are inverses of each

kept on a computer, we assume that the adversary

other.

cannot penetrate these machines and recover the key.

In doing the two-step approach has been followed.
That is to say, before a message is sent out, the
sender of the message would sign it using a digital
signature scheme, and then encrypts the message
(and the signature) use a private key encryption
algorithm under a randomly chosen message
encryption key. The random message encryption key
would then be encrypted using the recipient's public

Ensuring that this assumption is true is the domain
of computer systems security. Let us now take a
closer look at some specific problems in the
symmetric setting. We will describe these problems
quite informally, but we will be returning to them
later in our studies, when they will get a much more
thorough treatment.
Symmetric Encryption Schemes:

key. We call this two-step approach signature-thenencryption. Signature generation and encryption

A protocol used to provide privacy in the symmetric

consume

also

introduce

setting is called a symmetric encryption scheme. When

original

message.

we specify such a scheme Π, we must specify three

Symmetrically, a comparable amount of computation

algorithms, so that the scheme is a triple of

time is generally required for signature verification

algorithms, Π = (K, E, D). The encapsulation

and decryption [7].

algorithm we discussed above is, in this context,

expanded"

machine
bits

cycles,
in

and

an

called an encryption algorithm, and is the algorithm
Hence the cost of a cryptographic operation on, a

E. The message M that the sender wishes to transmit

message is typically measured in the message

is usually referred to as a plain text. The sender

expansion rate and the computational time invested

encrypts the plaintext under the shared key K by

by both the sender and the recipient. With the

applying E to K and M to obtain a ciphertext C. The

current

signature-then-encryption

ciphertext is transmitted to the receiver. The above-

approach, the cost of delivering a message in a

mentioned decapsulation procedure, in this context,

secure and authenticated way is essentially the sum

is called a decryption algorithm, and is the algorithm

standard
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D. The receiver applies D to K and C. The decryption
process might be unsuccessful, indicated by its
returning a special symbol ⊥, but, if successful, it
ought to return the message that was originally
encrypted. The first algorithm in Π is the key

Figure 1.3: Symmetric encryption.
The sender and the receiver share a secret key, K. The
adversary lacks this key. The message M is the
plaintext; the message C is the cipher text.

generation algorithm which specifies the manner in
which the key is to be chosen. In most cases this
algorithm simply returns a random string of length
the key length. The encryption algorithm E may be
randomized, or it might keep some state around The
encryption scheme does not tell the adversary what
to do[9]. It does not say how the key, once generated,
winds its way into the hands of the two parties. And
it does not say how messages are transmitted. It only
says how keys are generated and how the data is

Figure 1.4: A message authentication code.
The tag σ accompanies the message M. The receiver

processed.

R uses it to decide if the message really did originate
Message

Authenticity:

message-

with the sender S with whom he shares the key K.

authentication problem the receiver gets same

Message M to the receiver she computes a “tag,” σ,

message which is claimed to have originated with a

by applying T to the shared key K and the message

particular sender. The channel on which this message

M, and then transmits the pair (M, σ). (The

flows is insecure. Thus the receiver R wants to

encapsulation procedure referred to above, thus

distinguish the case in which the message really did

consists of taking M and returning this pair. The tag

originate with the claimed sender S from the case in

is also called a MAC.) The computation of the MAC

which the message originated with some imposter,

might be probabilistic or use state, just as with

A. In such a case we consider the design of an

encryption. Or it may well be deterministic. The

encapsulation mechanism with the property that un-

receiver, on receipt of M and σ, uses the key K to

authentic transmissions lead to the decapsulation

check if the tag is OK by applying the verification

algorithm outputting the special symbol ⊥. The most

algorithm V to K, M and σ. If this algorithm returns 1,

common tool for solving the message-authentication

he accepts M as authentic; otherwise, he regards M as

problem in the symmetric setting is a message

a forgery. An appropriate reaction might range from

authentication

message

ignoring the bogus message to tearing down the

authentication code (MAC). Such a scheme is specified

connection to alerting a responsible party about the

by a triple of algorithms, Π = (K, T, V). When the

possible mischief.

scheme,

In

also

the

called

a

sender wants to send a
The Symmetric Setting
A shared key K between the sender and the receiver
is not the only way to create the information
asymmetry that we need between the parties and the
adversary. In the asymmetric setting, also called the
public-key setting, a party possesses a pair of keys-a
public key, pk, and an associated secret key, SK. A
party’s public key is made publicly known and

IJRA | 2015 | Volume 2 | Issue 7
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bound to its identity. For example, a party’s public

setting is a digital signature. Here the sender has a

key might be published in a phone book.

public key pkS and a corresponding secret key skS.

The problems that arise are the same as before, but
the difference in the setting leads to the

The receiver is assumed to know the key pkS and that
it belongs to party S. (The adversary is assumed to
know pkS too.) When the sender wants to send a
message M she attaches to it some extra bits, σ, which
is called a signature for the message and is computed
as a function of M and skS by applying to them a
signing algorithm Sign. The receiver, on receipt of M
and σ, checks if it is OK using the public key of the
sender, pkS, by applying a verification algorithm V. If
this algorithm accepts, the receiver regards M as
authentic; otherwise, he regards M as an attempted
forgery. The digital signature scheme Π = (K, Sign, V)

Figure 1.5: Asymmetric encryption. The receiver R

is specified by the algorithms for key generation,

has a public key, pkR, which the sender knows

signing and verifying. A picture is given in Fig. 1.6.

belongs to R. The receiver also has a corresponding
secret key, skR. Development of different kinds of

One difference between a MAC and a digital

tools.

signature concerns what is called non-repudiation.
With a MAC anyone who can verify a tagged

Asymmetric Encryption: The sender is assumed to

message can also produce one, and so a tagged

be able to obtain an authentic copy pkR of the

message would seem to be of little use in proving

receiver’s public key. (The adversary is assumed to

authenticity in a court of law. But with a digitally-

know pkR too.) To send a secret message M to the

signed message the only party who should be able to

receiver the sender computes a ciphertext C ←

produce a message that verifies, under public key

EpkR(M) and sends C to the receiver. When the

pkS is the party S herself. Thus, if the signature

receiver receives a ciphertext C he computes M

scheme is good, party S cannot just maintain that the

←DskR(C). The asymmetric encryption scheme Π =

receiver, or the one presenting the evidence,

(K, E,D) is specified by the algorithms for key

concocted it. If signature σ authenticates M

generation, encryption and decryption. For a picture
of encryption in the public-key setting, see Fig. 1.5.
The idea of public-key cryptography, and the fact
that we can actually realize this goal, is remarkable.
You’ve never met the receiver before. But you can
send him a secret message by looking up some
information in a phone book and then using this
information to help you gobble up the message you
want to send. The intended receiver will be able to
understand the content of your message, but nobody
else will. The idea of public-key cryptography is due
to Whitfield Diffie and Martin Hellman and was
published in 1976.
Digital Signatures: The device for solving the
message-authentication problem in the asymmetric

IJRA | 2015 | Volume 2 | Issue 7

Figure 1.6: A digital signature scheme.
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The signature σ accompanies the message M. The

keys

used

in

those

communications

are

receiver R uses it to decide if the message really did

compromised, it can reveal the data exchanged in

originate with the sender S with has public key pkS.

that session as well as the data exchanged in
previous sessions. The concept of Forward Secrecy

Public verifiability

(FS) is the property that ensures that a session key

Normally, in a signcryption scheme, the message is

derived from a set of long-term public and private

hidden and thus the validity of the cipher text can be

keys will not be compromised if one of the (long-

verified only after unsigncrypting the cipher text.

term) private keys is compromised in the future.

Thus, a third party who is unaware of the receiver’s

Online systems such as IPSEC can negotiate new

private key will not be able to verify whether a

keys for every communication and if a key is

cipher text is valid or not. Public verifiable

compromised only the specific session it protected

signcryption schemes are applicable in filtering out

will be revealed. For Forward Secrecy to exist the key

the spams in a secure email system. The spam filter

used to protect transmission of data must not be used

should be able to verify the authenticity of the cipher

to derive any additional keys, and if the key used to

text without knowing the message (i.e., check

protect transmission of data was derived from some

whether the signcryption is generated from the

other keying material, that material must not be used

claimed sender or not). Moreover, in applications

to derive any more keys. It means that even if the

such as private contract signing, made between two

long-term private key of the sender is revealed, the

parties, the receiver of the signcryption should be

adversary is not capable of decrypting the previously

able to convince the third party that indeed the

signcrypted texts [11]. The only way to defeat

sender has signed the corresponding message hidden

forward secrecy is that the adversary should possess

in the signcryption. In this case, the receiver should

any other secret information of sender apart from his

not reveal his secret key in order to convince the

/her private key. In most schemes this other secret

third party, instead he reveals the message and some

corresponds to random number or hashed value.

component computable with his private key required
for

the

signature

verification.

In

Existing scheme

literature,

signcryption schemes in which a third party can

In Zheng scheme, receiver’s private key is no longer

verify the validity of the cipher text without the

needed

knowledge of the hidden message, or without

Signcryption, signature is directly verifiable by

knowing the receiver private key are called third

sender’s public key [3]. But the computational cost of

party verifiable signcryption schemes. To the best of

the Deng scheme is higher than that of Zeng’ scheme,

our knowledge, Bao [3] proposed the first public

but lower than that of signature-then-encryption

verifiable signcryption scheme in the PKI based

approach. The correctness, efficiency, and security

setting. Following that, a number of schemes [5] were

are the essential attributes that any signcryption

proposed in the PKI based setting. Chang [11]

scheme

proposed an identity based signcryption scheme that

signcryption scheme should simultaneously fulfill

provides both public verifiability and forward

the security attributes of an encryption and those of a

security. To the best of our knowledge the scheme in

digital signature. Such security services mainly

is the only identity based scheme providing public

include:

verifiability and third party verification.

in

verifying

should

take

signature.

them

In

into

Bao&Deng

account.

A

Confidentiality: It is computationally infeasible for an

Forward Secrecy of message confidentiality: The

adaptive attacker to gain any information on the

security of communications transferred across the

contents if a signcrypted text.

Internet can be improved by using public key
cryptography. However, if the public and private
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Unforgeability: It is computationally infeasible for an
adaptive attacker to masquerade in creating a
signcrypted text.
Non-repudiation: It is computationally infeasible for a
third party to settle a dispute between Alice and Bob
in an event where Alice denies that she is the
originator of a signcrypted text. Some signcryption
schemes provide further attributes such as Public
verifiability

and

Forward

secrecy

of

message

confidentiality while the others do not provide them.
The public verifiability may not be required in some
applications while forward secrecy of message
confidentiality

has

an

increasingly

significant,

especially when the signcryption is to be done on

xb - Bob’s private key, chosen uniformly at
random from [1,…,q-1]
yb - Bob’s public key (yb = gxb mod p)

Signcryption at Sender:
In order to signcrypt a message m to Bob,
Alice has to accomplish the following
operations:
Choose a random number x€ R Z*q then sets
Calculate t1 = gx mod p
Calculate t2 = (yb)x mod p
Calculate c = Ehash(t2) (m)
Calculate r = hash(m,t1)
Calculates = x /(r +Xa) mod q
Alice sends to Bob the values (c,r,s).

poorly protected devices such as mobile phones
Implementation Work of BAO & DENG Scheme:
Alice has a message m to send to Bob. Alice sign
crypts m so that the outcome is related to the
signature-then-encryption.
Public Parameters:
The public parameters used in the process of
SignCryption and unSignCryption are given below:
p - a large prime number
q - a large prime factor of p-1
g - an integer with order q modulo p chosen
randomly from [1,…,p-1]
Hash - a one-way hash function whose
output has, say, at least 128 bits
KH - a keyed one-way hash function
(E,D) - the encryption and decryption
algorithms of a private key cipher(Any
symmetric
key
Algorithms
like
DES,3DES,AES,etc)

Alice’s keys

Unsigncryption at receiver:
In order to unsigncrypt a message from
Alice, Bob has to accomplish the following
operations:
Calculate k using r, s, g, p, ya and xb
Calculate t1 = (yagr) s mod p
Calculate t2 = (t1) xb mod p
Calculate m= Dhash(t2) (c)
Check whether r=hash (m,t1)
Bob may pass (c,r,s) to others, who can be
convinced that it indeed came from Alice by
Verifying
r=hash (m,(yagr) s)
Drawbacks of Bao&Deng Scheme even at an
increase computational cost, Bao&Deng scheme
does not provide the security feature of Forward
Secrecy. From this time the Bao&Deng scheme
does not provide forward secrecy.
II. PROPOSED SYSTEM
We amend existing Bao&Deng scheme so that our

xa - Alice’s private key, chosen uniformly at
random from [1,…,q-1]
ya - Alice’s public key (ya = gxa mod p)

scheme provides more security feature of Forward
Secrecy in addition to the features provided by the
Bao&Deng Scheme [3] in same computational cost as
of the existing scheme.

Bob’s keys

IJRA | 2015 | Volume 2 | Issue 7
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Using the same set of notations as in the last section

even if the adversary knows the sender’s private key

for public parameters Alice keys and Bob key’s the

Xa, he will not be able to calculate the value x, as he

modified scheme described as follows:

doesn’t know value ‘e’. Consequently, he will not be
able to compute the shared key and he will not be
able to decrypt previously signcrypted texts.

Signcryption at Sender:
In order to signcrypt a message m to Bob,
Alice has to accomplish the following
operations:
Choose a random number x€ R Z*q then sets
Calculate R = gx mod p
Calculate K = (yb)x mod p
Calculate c = Ehash(K) (m)
Calculate e = hash(m,R)
Calculate s = x /(e +Xa) mod q
Alice sends to Bob the values(c,R,s).
Unsigncryption at receiver:

Confidenti

Integr

Unforgeab

ality

ity

ility

Forward

Pub.
Verification

Secrecy

Zheng

Yes

Yes

Yes

No

No

Bao &

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

No

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Deng

Zheng
and
Imai

In order to unsigncrypt a message from
Alice, Bob has to accomplish the following
operations:
Calculate k using r, s, g, p, ya and xb
Calculate k = Rxb
Calculate m = Dhash(k) (c)
e` = hash(m,R)
Check
Calculate R = (yage` )s mod p

Jung et
al

Propose
d
Scheme

Comparision of various signcryption schemes with
our schemes based on different security services.

Bob may pass (m, R, s) to a Trusted Third Party, who

IV. CONCLUSION

can be convinced that it indeed came from Alice by

In this paper, a different Signcryption scheme is

Verifying

presented that simultaneously provides the security
attributes of message confidentiality, authentication,

R =(yaghash(m,R)) s mod p

Integrity, unforgeability, and non-repudiation. It can

III. ANALYSIS OF PROPOSED SCHEME:

also

The computation cost of our scheme is same as that

verifiability, so that any trusted third party can verify

of Bao& Deng Scheme. But we provide an extra

the sender’s signature. Moreover, our scheme offers

security feature of Forward Secrecy in addition to

the security feature of forward secrecy of message

existing features provided by Bao&Deng.To decrypt

confidentiality, so even if the sender's private key is

previously signcrypted texts, the adversary needs to

revealed, the intruder cannot extract the plaintext of

know the values of Xa and x to compute the shared

the

key. In Bao&Deng scheme, if Xa is revealed, and as

encryption of messages is based on symmetric key

the value of ‘r’ is publicly available its easy to

cryptography, our scheme has great advantages to be

compute x from Xa and r and thus shared key is

deployed in resource-constrained devices such as

computed from Xa and x and the adversary can

mobile phones.

decrypt

previously

signcrypted

texts.

provide

previously

the

security

signcrypted

aspect

texts.

of

public

Since

Forward

Secrecy in our scheme is ensured by the idea that
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