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ABSTRACT 

 

Botnets spread throw Distributed Denial of service. When a large 

number of computers act under the control of a single attacker it is 

called a botnet. The Upatre attachment comes in the form of a zip 

file. Its purpose is to download a payload from elsewhere, detonate 

it, and disappear. The authors propose checking SSL traffic 

resource and a set of SSL features that can be used to detect 

malicious connections. 
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ABSTRACT 

Botnets spread throw Distributed Denial of service. When a large number of computers act under the control 

of a single attacker it is called a botnet. The Upatre attachment comes in the form of a zip file. Its purpose is 

to download a payload from elsewhere, detonate it, and disappear. The authors propose checking SSL traffic 

resource and a set of SSL features that can be used to detect malicious connections. 
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   I.  INTRODUCTION 

A botnet is a network which consists of a group of 

computers and is controlled by a single person. 

Usually, the user does not find out the existence of 

a bot (malicious program). Botnets are now 

recognized as one of the most serious security 

threats, such as DDos, spam, click fraud, etc. 

Botnets often use some common protocols, such as 

P2P, HTTP, IRC, etc. This makes the detection of 

botnet a challenging problem, especially the P2P 

botnet. The P2P (peer to peer) botnet is a 

distributed malicious software network; it is more 

difficult to detect this bot.  

 

Comparison to previous malware, botnets have 

their unique characteristics. For example, in order 

to implement group attack, a bot has to 

communicate with another bot; communication 

characteristic is distinguishable between a bot and 

a common single malware. Therefore, for p2p 

detection, we only consider the communication 

program in the local machine. We proposed a new 

general p2p botnet detection framework. This 

mechanism not only can successfully detect known 

P2P botnet with a high detection rate but also can 

detect some unknown P2P malware.  

 

 

Botnet was composed of the virus-infected 

computers severely threaten the security of 

internet. Hackers, firstly, implanted virus in 

targeted computers, which were then commanded 

and controlled by them via the internet to operate 

distributed denial of services (DDoS), steal 

confidential information, and distribute junk mails 

[1] and other malicious acts.  

 

By imitating P2P software, P2P botnet used 

multiple main controllers to avoid single point of 

failure, and failed various misuse detecting 

technologies together with encryption 

technologies. Differentiating from the normal 

network behavior, P2P botnet sets up numerous 

sessions without consuming bandwidth 

substantially, causing itself exposed to the 

anomaly detection technology. The data mining 

scheme was tested in real internet to prove its 

capability of discovering the host of P2P botnet. 

 

 II. P2P BOTNET FRAME WORK  
 

A. Detected system  

We define private computer system as a detected 

system. For detected system, the first thing we 

have to do is to distinguish a communication 
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program from a single program. The single 

program is a program that can only run in local 

machine and not connect with the outside world. 

Communication program is a program that needs 

to communicate with another computer.  

 

B. Filtering  

The main objective of filtering is to reduce the    

traffic workload and make the rest of system 

perform more efficiently. 

 

Extract features from P2P data 

There are two kinds of data sources: one is host 

data, another is network data 

 

 Improving the performance of the machine 

learning algorithms. 

 Data understanding, gaining knowledge 

about the process and perhaps helping to 

visualize it. 

 Data reduction, limiting storage 

requirements and perhaps helping in 

reducing costs. 

 Simplicity, possibility of using simpler 

models and gaining speed. 

 

Botnet detection 

According to data sources, the detection methods fall 

into two categories Host-based detection [2], 

Network based detection. 

 

 

III. PROCESS OF P2P BOT DETECTION 

 

Botnet was composed of the virus-infected 

computers severely threaten the security of internet. 

Hackers, firstly, implanted virus in targeted 

computers, which were then commanded and 

controlled by them via the internet to operate 

distributed denial of services (DDoS), steal 

confidential information [11], and distribute junk 

mails [6] and other malicious acts.  

 

By imitating P2P software, P2P botnet used multiple 

main controllers to avoid single point of failure, and 

failed various misuse detecting technologies together 

with encryption technologies. Differentiating from 

the normal network behavior, P2P botnet sets up 

numerous sessions without consuming bandwidth 

substantially, causing itself exposed to the anomaly 

detection technology. The data mining scheme was 

tested in real internet to prove its capability of 

discovering the host of P2P botnet.  

 

The second-stage malware the Botnet attackers 

deployed was remote access Trojan (RAT) [3] 

produces easily identifiable network traffic, which 

started with a header.  

 

IDS rules to detect Bot RAT have been in existence 

since at least 2008 and continue to be widely used.7 

In fact, the payload of a recent attack that delivered a 

Java exploit (i.e., CVE-2012-0507) through strategic 

website compromises, including human rights sites, 

was Bot RAT.8 While this attack maintained the 

signature “Bot” header, other attacks leveraged a 

modified Bot RAT. 

 

 
 

Fig: Malicious SSL Encryption 

 

Apriori algorithm : 

Techniques for data mining and knowledge 

discovery in databases. Developed by Agrawal and 

Srikant 1994. Items that occur often together can be 

associated to each other These together occuring 

items form a frequent itemset. 

 

Conclusions based on the frequent itemsets form 

association rules[6]. 

 

For ex. {milk, cocoa powder} can bring a rule cocoa 

powder  milk  

 

Innovative way to find association rules on large 

scale, allowing implication outcomes that consist of 

more than one item Based on minimum support 

threshold. Apriori algorithm used to identify next 

system attacked by the botnet.  
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Apriori algorithm : 

 

L1= {frequent items}; 

for (k= 2; Lk-1 !=∅; k++) do begin 

Ck= candidates generated from Lk-1 

for each transaction t in database do 

increment the count of all candidates 

in  Ck that are contained in t 

Lk = candidates in Ck with min_sup  

end 

return k Lk; 

 

   IV. CONCLUSION 

 

In This work, we presented a novel detection 

system that is able to detect malicious connections 

over SSL.  

 

 
Fig: Malicious connections over SSL 

 

V. FUTURE SCOPE 

 

We have shown that Athtek Netwalk can reliably 

and efficiently detect malware traffic. In future we 

want to implement a graphical user frame work 

for detecting next likely system to be infected in 

the network by using a data mining tool. 
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